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1. ROBFEDF vy a L ARFLXRZEHLF L) RBEEXEERT - T—EXJIN—TF v v a L HESE
2025%3H31R)
https://www.meti.go.jp/press/2024/03/20250331005/20250331005.html

2.TOLYywbA—R -EFXaUTasHI RS> [5.00k]0 (LY REE|EF 2 ) 70 X1 KHZES 2024F3H)
https://www.j-credit.or.jp/security/pdf/Creditcardsecurityguidelines 5.0 published.pdf

3.TOLYybA—R - EFaUTFTasHIRS1Y [6.00k]y (LY REGE|EF 2 ) 70 X1 KiHZES 2025%F3H)
https://www.j-credit.or.jp/security/pdf/Creditcardsecurityguidelines 6.0 published.pdf

4. TOLSyrA—R e tEFxa)ToHI RS> [6.0hR] HKETR1> by (LY FEEIEF 2 ) 70 W RIGES
2025%38)
https://www.j-credit.or.jp/security/pdf/Creditcardsecurityguidelines 6.0 revisionpoint.pdf

5. FFox Researchy (7 v o7 ZUH—F)
F(FRELE] /L2y bAH— R ERRREHOF O (2024F L4 1)1 (RIEEHT 2024/7/21)
https://foxresearch.hatenablog.com/entry/2024/03/14/174125
FRERLE] 7Ly b A—RERBRBEHFOE D Q024FTHH) 20l (RIEFEH 2025/1/8)
https://foxresearch.hatenablog.com/entry/2025/01/08/173235
FREFRLE] /L2y b A—RBERFREGEOF O (Q024FTHH) D21 (RIEEFH 2025/1/8)
https://foxresearch.hatenablog.com/entry/2024/11/07/201254

6. IMTAREZFN) TERA>YSA>2ayTHA b 2RETIHNEFx v > ~R—> Water Pamolaiy (ML > FXr20O
2021458)
https://www.trendmicro.com/ja_jp/research/21/e/water-pamola-attack-campaign-that-infiltrates-japanese-online-
shopping-sites-with-malicious-orders.html

7. TECH A bR IORY A RO T 71 VMM ZER LIKEy (JPCERT/CC 2021%7H6RH)
https://blogs.jpcert.or.jp/ja/2021/07/water pamola.html

8. FCIS Benchmarksy (Center for Internet Security)
https://www.cisecurity.org/cis-benchmarks

9. IMMSEEEFHIGIICEAT 2HGABOBRZMO FrHF Ly (BAEEFEE 20244F9H25H)
https://www.meti.go.jp/press/2024/09/20240925001/20240925001.html

10. T L2y b A— FARERMAREORERT) (—RRHEEABERI LD Y MR 20255%6A8)
https://www.j-credit.or.jp/information/statistics/download/toukei 03 g.pdf

11. FIBMX-ForceB®i1 > 7T >R « 47w 220255 (IBM 2025%F4H16H)
https://www.ibm.com/thought-leadership/institute-business-value/jp-ja/report/2025-threat-intelligence-index#D

12. TRE7 7€ R1TTADEERARV T 7 AFEHEEICEA T 2 XMOMBARORRTI (BRFT 202543813H)
https://www.npa.go.jp/news/release/2025/R070313 access.pdf

13. FECE#EREFZE) (Cacco 2024FE12826H)
https://prtimes.jp/main/html/rd/p/000000164.000009799.html

14. TOLDy bA—RERFICHTE T v VI ROBILZER L E LIcy (BEERSE - 558 - ERT 2023F
281H)
https://www.meti.go.jp/press/2022/02/20230201001/20230201001.html
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https://www.cisecurity.org/cis-benchmarks
https://www.meti.go.jp/press/2024/09/20240925001/20240925001.html
https://www.j-credit.or.jp/information/statistics/download/toukei_03_g.pdf
https://www.ibm.com/thought-leadership/institute-business-value/jp-ja/report/2025-threat-intelligence-index#D
https://www.npa.go.jp/news/release/2025/R070313_access.pdf
https://prtimes.jp/main/html/rd/p/000000164.000009799.html
https://www.meti.go.jp/press/2022/02/20230201001/20230201001.html

15. FX(E B X1 VEREERAT TDMARCY OBARREMBEMICOWVWTY (T v »IWEKGHES 2025F1830H)
https://www.antiphishing.jp/report/wg/cert explaindoc 20250130.html

16. TEAN— FEH8t L ACSIONEHRITT v v > J 5 FAHOEMEZRIG L E LTcod (HEXIL DY M A— R
& 2025%3H31H)
https://www.jcca-office.gr.jp/info/1378/

17. 14282 =2y FEEIY—EXANDRET IR - FEBGICLZWEDRIELTUVE T (BT 2025%48H7H
E2E5)
https://www.fsa.go.jp/ordinary/chuui/chuui_phishing.html

18. TRHRICBEWTER L1 2 —%y FBBIICHBITRRET IV EAZEADNMBHFICOWVWTY (BAREEZRS
2025&5)%205)

https: //Www |sda or. |D/about/hatten/|nv alerts/aleart504/l|st tayouso/index. html

ISR A > 2=y FEE|IT—ERICEITZ T v VIFEREFICK B AEEOEBADORET 7 AFEICKBHIGIC
’)L\’C (10#tER L&)y (AARGEREHS 2025F5H2H)
https://www.jsda.or.jp/about/hatten/inv_alerts/alearts04/higai/index.html

20. THEANLS. BBEOLNTVWS [HHR] —TIL—TRA D bDT—2Hh5HZEMAIBROX—IILBR MR CK
Proofpoint 2025%8H11H)
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-
age

21, T4 > —2y FEEICHIFTBRET IV AFHLIEICRITTEAC RS0 21 OBIEICDOWVWT ()1 (BRGESER
£ 2025%F7H15H)
https://www.jsda.or.jp/about/public/bosyu/files/20250715 guideline public.pdf

22. MMERMERNG I XEEHITORENLEEEH FO—BPHE () OA/RICOVTY (£BF 2025F7815H)
https://www.fsa.go.jp/news/r7/shouken/20250715/20250715.html

23. THAN—BRF/R LDy (2ERITHS. €T, EEFT. BATAN-LENEL2— 20255F48)
https://www.npa.go.jp/bureau/cyber/pdf/R7 Vol.1cpal.pdf

24, TERZFFD 5T 5O DHAENEI CRNREBERZE 202456818H)
https://www.soumu.go.jp/main_content/000953287.pdf

25. MEAANBHROREICE T ERICOVWTDAAI RS 1> ICBET Q&A1 (AANBHRFEZESR 2025F7H1H)
https://www.ppc.go.jp/personalinfo/fag/APPl _QA/
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